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What is AirPrint®?

AirPrint is Apple® driverless printing/job submission technology. It enables Apple devices, including the
iPhone®, iPad®, iPod touch® and even macOS®, to print and fax to AirPrint-enabled devices without
installing drivers or downloading software. AirPrint uses well-established, familiar technologies already in
use today including Bonjour®, IPP (Internet Printing Protocol), PDF and JPEG.

New AirPrint Capabilities in Xerox® AltaLink®
Multifunction Printers (MFPs)

The latest AirPrint support on AltaLink devices includes:

e Secure Print/PIN printing: macOS clients support this security feature

e Scanning via AirPrint: Image scanning to macOS clients

o AirPrint via IPP USB: macOS clients can support AirPrint capabilities (Print/Scan/Fax) via a USB print port
e Enhanced Security enabling seamless integration with high security Apple clients

e Expanded accounting workflows with latest Apple clients

See below for additional information on these new capabilities.

Existing AirPrint Capabilities

e Driverless printing from iOS and macOS clients.

e Outgoing facsimile: macOS clients can utilize AirPrint to support outgoing facsimile from an embedded
fax-enabled AltaLink device.

o Print Accounting workflows via IPP exceptions: Optionally track AirPrint/IPP submitted print jobs against
specific IPP accounting exceptions on the AltaLink device.

o Print/ Outgoing Fax Authentication support: Optionally configure the AltalLink device to require
AirPrint/IPP clients to authenticate via HTTP Basic Authentication before submitting a Print/Outgoing
Fax job.

o Identify Printer capability: Some AirPrint clients can Identify the Printer to help end users find the
AltaLink device.

See below for additional information on these capabilities.
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AltaLink® AirPrint® Capabilities versus Client Support Table

AirPrint functionality relies on both the AirPrint Clients/Apps and the Xerox® AltaLink device. Utilizing the
latest client versions enables the broadest set of functionality. The table below is meant as a reference to
help determine which AirPrint capabilities are available with AltaLink and the latest Apple clients.

i0S mac0S®

AirPrint Capabilities Clients  Clients Notes

Scan No Yes

¢ Authentication No Yes

FaxOut (Outgoing Fax) No Yes

Print Yes Yes

o Identify Printer Yes* Yes *Applicable on iOS starting in i0S 10

e Authentication Yes Yes

e Accounting Yes* Yes* *Apple devices implemented accounting
differently than Xerox® AltaLink devices. For
AltalLink devices, use Accounting IPP
Exceptions.

e PIN Printing No Yes

¢ Finishing Yes* Yes* *Limited finishing capabilities through IPP
includes: bind, fold, punch, staple and stitch

IPP USB No Yes Applicable on macOS 10.11.4 or greater

e FaxOut No Yes Applicable on macOS 10.11.4 or greater

e Print No Yes Applicable on macOS 10.11.4 or greater

e Scan No Yes Applicable on macOS 10.11.4 or greater

Security Enhancements Yes Yes Seamless to the end user

(enhanced certificate security, enhanced
encryption strength security)

Latest client versions as of this writing: iOS 10.1.1 and macOS 10.12.1 Sierra
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What are the requirements for using AirPrint®?

Network Requirements

AirPrint requires that devices are discoverable via the Bonjour® protocol. Bonjour is Multicast DNS (mDNS)
based. In some networks, mDNS traffic is not allowed to be passed across subnets. In these instances, a
device will only be discoverable if the Apple device and the AirPrint-capable AltaLink® device are on the
same subnet.

Xerox® AltaLink Requirements

Altalink can be configured for wired or wireless networking. There is no requirement for AltalLink to be
wirelessly enabled. The Apple® iOS device will be using wireless. For AirPrint to work with a wired printer, the
wired and wireless network segments need to be bridged and allow mDNS traffic to be routed between
them.

For outgoing facsimile support through AirPrint, the AltaLink device must have at least one embedded fax
line configured for at least the ‘Send’ functionality.

For AirPrint support via IPP USB, AltaLink must have the Type B USB port configured for Direct Printing.

Apple Device Requirements

Utilizing the latest client versions enables the broadest set of functionality.

AIRPRINT I0S REQUIREMENTS

To use AirPrint, you will need one of the following devices with the latest version of iOS:
e iPad® (all models)

e iPhone® (3GS or later)

e iPod touch® (third generation or later)

AIRPRINT MACOS REQUIREMENTS

e macOS® 10.6 and above
See www.apple.com for the latest operating systems that support AirPrint.
APPLICATIONS THAT SUPPORT AIRPRINT

You can print from any i0OS application that supports the Print function. For example: iBooks®, Mail, iPhoto®
and Safari®. Other applications are available from the App Store® and may also offer this feature.

Using Apple® AirPrint® with Xerox® AltaLink® Multifunction Printers 3
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How is AirPrint® enabled and configured on a
Xerox® AltaLink® device?

AirPrint is enabled on Altalink devices by default. If, however, AirPrint has been disabled, an administrator
can re-enable it following the steps below:

1. You will need the device IP address or DNS name to access the AirPrint configuration Web interface
from your browser. You can find the IP address at the device UI screen. From the front panelin the
device, go to the Device App and select the About button. The IP address will be shown on this page or
you can select Informational Pages from within the Device App and select and print the
configuration report.

2. Open the Altalink’s Web interface by entering the IP address of the AltraLink into a Web browser’s
address box (http://<IP>). This will open the Web interface.

3. Click on the Properties tab (enter credentials if prompted).

4. Select Connectivity > Setup. This will bring up the Connectivity page in the right frame.
5. Under Mobile Workflows, look for AirPrint.

xerox (P Xerox® AltaLink™ C8035

EI 'H‘!'

q

]
“ﬂ“ﬂ Aediess Bock Froperes

Connectivity

Configurafion Overview Network
Description
» General Setup The device uses either the wireless or the wired network connection. Activating one will deactivate the other
~ Connectivity Active Profile Status Action
— n
» Login! Permissions! Accounting iG] BrTEE T R Ll i
PApps Make Network Name (SSID): : Cisco39625 ]
* oty ‘ fe Xerox Wireless Network Interface security Mods : - WPA Personal # I
WPS Name : SkyCon 7
LU Secury Mode } WFA2 # [
Mobile Status Action
. n
AirPrint™ Enabled 7
Google Cloud Print™ Service Enabled Pl oo
N n
Mopria™ Discovery Enabled Edit
USB Settings Status Action
USB Connection Mode Software Tools Edit
USB Port State in Sleep Mode Powered Edit..
Protocol Status Action
. n
FTPISFTP Filing Enabled Edit
n
HTP Enabled Edit.
n
PP Enabled Edi.
n
LFRILFD Enabled Edit

6. Select Edit on the AirPrint row. This will open the AirPrint configuration page.
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xerox (P Xerox® AltaLink™ C8035

PN T EE

Foln

Search AirPrint™

" Required Configuraton Sattings.

Protocol Status

‘Setup
+LogevPemissionsi Aocouning HTTPHTTFS Required; Configurecs

e e Required; Contigures
Muticast DNS Registration Required; Configured
Note
APt ™ racquires |PP and Wuticast DNS Registrstion services. Uhen ArPrirt s snsbied, thess services are sutomstically snsbied. IPP snsblemert recures restarting the derics website.
Ensblement
P |
T T Aiow Seanring 12 b i sted From ArFrri™ (or Npria) Supparied Devices
Adidtionsl securty options sre svalssie i HTTPS and [P settings above
Gonvenience Links
Device Name Device Location
skycon s =
Geographic Location
# =)

m \Accouting Method Device User Detsbase @ LDAP Servers

u Securty Cerfficates E Software Upgrades Suppiies Details

B

7. Onthe AirPrint page, under Enablement, select the check box for Allow Printing/Faxing to be initiated

From AirPrint Supported Devices.

Note: If FAX is installed and enabled, it will be supported via AirPrint® when Printing is enabled.

Note: AirPrint requires IPP and Multicast DNS Registration services. When AirPrint is enabled, these services

are automatically enabled.

8. On the AirPrint page, under Enablement, select the check box for Allow Scanning to be initiated

From AirPrint™ (or Mopria) Supported Devices to enable Scanning via AirPrint.

9. Configure a Device Name, Device Location and Geographic Location. These attributes distinguish

the AirPrint printer as seen from the Apple application.

Note: If AirPrint settings cannot be found on the Altalink device's Web interface, please refer to the

"AirPrint Feature Installation Key" section of this document.
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New AirPrint® Capabilities in AltaLink®

Secure Print/PIN Printing

DESCRIPTION

The Secure Print/PIN Print feature protects sensitive or private printed data from unauthorized disclosure by
only allowing it to be printed when the user is present at the machine to release the job. Secure Print/PIN
Print jobs submitted to a device are held. The user must provide a PIN that authorizes the device to print or
delete the job.

REQUIREMENTS

Configure the Secure Print Passcode Length on the Altalink Web page: Properties > Security > Secure Print >
Defaults. The default passcode length is 4. The AltaLink device supported range is 4—10. The PIN must be a
numeric value.

Xerox® AltaLink ™ 8035

Configuration Overview
Daserigtion

Secure Print

» Connectivity
+ Logind Permissions! Accounting General
» Apps Secure Print Passcode Length (Range 4 - 10)
 Security
+Password Policies 4 min - 10 max
Instalstion Poioes
Vicafee Embeded Cortrol
B Passcode length appies to Secure Print jobs submitted through CVWIS, 1PP (AFPrint) and Print Driver submission methods.
Autentcaton (Logn)
LErg Lo Print Driver
 Certficates
P Fiterng @ Pencode
Aot Log
o O User D
Trmeout & Resume
USB Port Securty
Image Ovenvrie Securty I Frint drivers nesd to be speciically configured to acquire seftings from the device.
PostSeript & Passmorcs
i User Name
Software Verficaton Test

For AirPrint (and other IPP jobs), the Altalink device will use the user name provided by the client as the
submitter’s user name of the PIN print job.

LIMITATIONS
e The AltaLink device supports Secure Print/PIN values that are numeric values only (no text).
e Current macOS® clients only allow for input of 4-character PINs.

o If a PIN entered at job submission on the client does not conform to the minimum length set at the
device, the secure print job shall not be submitted to the device.

CLIENT SUPPORT

¢ Only supported on macOS clients.

Using Apple® AirPrint® with Xerox® AltaLink® Multifunction Printers 6



WORKFLOW

1. Configure/Verify the Secure Print Passcode Length on the AltaLink® device is 4.

2. Add an AirPrint® Printer on a macOS® client.
3. Open afile to print on the macOS client.
4. Select Print from the File menu.
5. Select the Xerox® Printer from the list of printers.
6. Configure the desired printer options (i.e., copies, media, layout, finishing, etc.).
7. Configure the PIN Printing option:
= . Printer: | Xerox Device ﬁ
,ﬂ e Presets: = Default Settings a
e B Copies: 1 Black & White B2 Two-Sided
== “. = Pages: © All
T e Selected Page in Sidebar I
= 4 = I From: |1 to: |1
/ S n Paper Size: US Letter 8.50 by 11.00 inches
o - i
B =m Orientation: t_{ 't’
""" e . v Preview '
e Media & Quality
B Ay Layout s
Paper Handling
L2t > 2 ° Sc Cover Page

L PIN Printing

Finishing Options

Copie  Supply Levels E

? PDF a Hide Details “ Low Supplies Cancel

8. Enable PIN Printing and enter in a 4-digit numeric PIN.
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= - Printer: ~ Xerox Device E

i ﬂ\ ,& [0 J— Presets: Default Settings E
Copies: 1 Black & White 2 Two-Sided
Pages: @ All
~ Selected Page in Sidebar
) From: |1 to: |1
4 TR n Paper Size: = US Letter |2 8500y 11.00 inches
¥ L
AT p—— Orientation: " ﬂ LES
I<E - 1] |
& PIN Printing E
‘ P Print with PIN: | 1234 |
10of2 > >

? PDF ﬁ Hide Details . Low Supplies Cancel W

9. Select Print.

10. On the AltaLink® Local User Interface, select Jobs.

Print From Workflow Scanning

=
ol

Device @PrintByTest Xerox® App Gallery

11. The PIN Printing job is held in Secure Jobs.

12. Onthe Jobs screen, select Secure Jobs.

a Log In z Secure Jobs

All Jobs
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13. Select the name of the owner of the Secure Print job.

Secure Jobs

& labusr

14. Enter in the PIN/Passcode entered when the job was submitted.

Passcode Required

Enter Passcode

1
4

3
6
9
<a
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15. Select the individual job to release it for printing or select from the other job management options.

( labusr Jobs

€ labusr - Apple - Start.pdf

Delete All Print All

16. The job is released for processing.

Using Apple® AirPrint® with Xerox® AltaLink® Multifunction Printers
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Scanning via AirPrint®

DESCRIPTION

macOS® clients can utilize AirPrint to support image scanning.

REQUIREMENTS
o Allow Scanning to be initiated from AirPrint Supported Devices must be enabled.
¢ Navigate to the AltaLink® Web interface: Properties > Connectivity > Setup > AirPrint > Edit.

e Enable Allow Scanning to be initiated from AirPrint (or Mopria®) Supported Devices.

Xerox (3) Xerox® AltaLink™ C8035 [ & admin-Logout |
v, (& eifliegEn |
Print Address Book Properties Support
arch &
Configuration Overview AirPrint™

Description
»General Setup
¥ Connectivity

" Required Gonfiguration Settings

» Login/ Permissicns/ Accounting Protocal Status Action
P HTTP/HTTPS Required; Configured Edit.
» Security ;
PP Required; Gonfigured Edit.
Multicast DNS Registration Required; Configured =

jote:
AirPrint™ requires IPP and Multicast DNS Registration services. When AirPrint is enabled, these services are automatically enabled. IPP enablement requires restarting the device website.

Enablement

Allow Scanning to be initiated From AirPrint™ (or Mopria™) Supported Devices.

Require Authentication for Scanning ﬂ

@® off
(O HTTP Basic
() HTTP Digest
validation Location
Additional security options are available in HTTPS and IPP settings above.
Convenience Links
Device Name Device Location
Xerox device [/ 2 BBeoe.

Geographic Location
..

¢ Optionally configure Authentication for Scanning.

e Select HTTP Basic or HTTP Digest to allow AirPrint scan users with valid credentials access to
remote scanning.

— When configured, credentials must be passed from the AirPrint client to the AltaLink device for
authentication. Depending on the Scan Authentication Configuration, the AltalLink device will then
authenticate that user name and password locally on the Device User Database or Remotely on the
configured Network Authentication Server. Once the credentials are successfully authenticated, then
the AirPrint client can initiate remote scans from the AltalLink device.

— When HTTP Basic authentication is enabled for scanning, the Validation Location can be set to either
‘Validate on the Device’ or ‘Validate on the Network'.
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— When HTTP Digest authentication is enabled for scanning, the Validation Location is restricted to only

‘Validate on the Device'.

e Validation on the Device: This option enables authentication of users who are configured in the
device user database.

¢ Validation on the Network: This option enables authentication of users who are configured on
the network authentication server for the printer.

Note: The same network authentication configuration is used on the printer for each login method that is
configured for Network Authentication.

AirPrint™

& Required Confgurstion Seitgs

Protocol
HTTRIHTTPS
[

Muticast DNS Registration

Status

Recuired: Configurea
Required; Configured
Required; Configured

Nate:
AirPrint ™ requires |PP and Muticast DNS Registration servioes. When AirFrint is ensbled, these services sre automsticslly ensbled. |FP ensblement requires restarting the device website.

Enablement

Allow Prirting to be initisted From AifPrint™ Supportad Devices,

Allow Scanning to be infisted From ArPrint™ (or Mopria™) Supported Devices.

Require Authentication for Scanning [
O ox

@ HTTP Basic

() HTTF Digest

Validation Location

| validate on the Device +

diditions) security options sre available in HTTPS and |PP settings sbove.

Action
Edit
Edit.

Edit.

Configuration Settings
Device User Datsbase

Status
Requres; Contrea

Action

=

Device Name

AirPrint™

' Required Corfgurstion Setings

Protocal
HTTPHTTPS
PP

Muticast DNS Registration

Status.

Required; Configured
Required; Configured
Required; Configured

Device Location

Note:
APrint™ requires |PP and Multicast DNS Registration services. When ArPrint is enabled, these services are sutomatically ensbled, IPP enablement requires resterting the device website.

Enablement

‘Allow Printing ta ba iitisted From AirPrint™ Supported Devices.

Allow Scanning to b inisted From AirPrirt™ {or Mopria™) Supported Devioes.

TR

O o

(@ HTTP Basic

(O HTTP Digest

Validation Location

| Validate on the Network = |

TBaTona] SECUTTy OPUONS SIS SVATRDE T TS and TP SEngs Soove.

Setting:

Statu:

Action
Edit...

Edit...

E Edit.

Authentication Senver

Convenience Links

e

Devies Name
Xerox device

LIMITATIONS

[/

Dence Locston

If Scanning Authentication is configured for HTTP Basic Authentication, it is recommended that the
AltaLink® device be configured for Force Traffic over Secure Connection (HTTPS), where all HTTP requests

are switched to HTTPS.

CLIENT SUPPORT

Latest macOS® clients
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WORKFLOW

Scan via AirPrint® from a macOS® Client

1. From the macOS client, add a printer from System Preferences > Printers & Scanners.

[ ] < Printers & Scanners Q

No printers are available.
Click Add (+) to set up a printer. ‘

Default printer: = Last Printer Used

Default paper size: = US Letter E 7
2. Select the + symbol to add a printer.
[ ] < Printers & Scanners Q
No printers are available.
Click Add (+) to set up a printer.
it

Add Printer or Scanner... . -

Default printer: = Last Printer Used “
Xerox device Default paper size: = US Letter a ?

J
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5.

From the Add dialog, select the Bonjour®-discovered AltalLink® device.

[ ] @ Add
| — —
= @ = Q. gewsh
Default 1P Windows Search
MName Kind -~
Xerox device Bonjour Multifunction

Name:

Location:

<r

Use:

Select Use: Secure AirPrint or AirPrint.

e
[ ] @ Add
| — — -
2@ - O, search
o Default 1P Windows Search
MName Kind ~

Xerox device Bonjour Multifunction

Name: | Xerox device

Location:

Use: | AirPrint B

| Add

The AirPrint® device has been added as a Printer/Scanner.

Using Apple® AirPrint® with Xerox® AltaLink® Multifunction Printers
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288 < Printers & Scanners Q search

priners [ Print JEZIN

< Xerox device

“°. @ Idie, Last Used ~ Xerox device
| | | Open Print Queue... |
Y i | B
— | Options & Supplies... |
:.—
Location:

Kind: Xerox AltaLink CBO35-AirPrint

Status: Idle
| Share this printer on the network | Sharing Preferences... |
Default printer: | Last Printer Used
Default paper size: = US Letter ?

a®eo <

Printers & Scanners Q Search

Printers | Prin m

~H erox device

" = Idle, Last Used o Xerox device
a | Open Scanner...
y| -

Location:

Kind: Xerox AltaLink CB0O35-AirPrint

Status: Idle
Default printer: = Last Printer Used
Default paper size: = US Letter ?)

6. Select Open Scanner from the Scan tab and the Scanner dialog opens.

<

Printers | Print  Scan |

Xerox device
* Idle, Last Used

Location:
Kind: Xerox AltaLink C8035-AirPrint

| L SO

08 Scanner

=1 Pictures = US Letter 4| W Use Document Feeder Show Details Scan
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7. Load a document to scan in the document handler on the AltaLink® device.

8. Configure the Scan options on the Scanner Dialog on the client (including the location to save the scan,
and scan size.)

9. Select Scan from the Scanner dialog.
< H Printers & Scanners

Printers Print  Scan

<M Xerox device

© 7 e ldie, Last Used 5 Xerox device
Open Scarlrﬁr.‘.

Location:

Kind: Xerox AltaLink C8035-AirPrint

POCTRS 1!

oo e Scanner

Scanning document ‘Scan 4'
—

Cancel

10. The scanned image is displayed in the Scanner dialog.
< HHH Printers & Scanner

Printers | Print  Scan |

"l Xerox device

© @ lde, Last Used J Xerox device
___Open Scanner...

Location:
Kind: Xerox AltaLink CB035-AirPrint

e0 @ Scanner

[51 Pictures US Letter + | [ Use Document Feeder Show Details Scan
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11. The scanned image can be found on the client in the location specified.

[ NN ] =) Scan 4.jpeg
o a ala S ) &

Using Apple® AirPrint® with Xerox® AltaLink® Multifunction Printers
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AirPrint® via IPP USB

DESCRIPTION

For AltaLink® devices directly connected to a macOS® client, AirPrint is supported via IPP USB. The Xerox®
printer can be discovered, identified and auto-configured as a USB Printer.

REQUIREMENTS
e The macOS client must be connected to the AltalLink device via a USB Type A to USB Type B cable.

o For AirPrint support via IPP USB, the Altalink device must have the Type B USB port configured for Direct
Printing. Note: The default USB Connection Mode is Software Tools.

— From the AltaLink Web interface, navigate to Properties > Connectivity Setup > USB Settings.
— To configure USB Connection Mode, select Edit.

Xerox® AltaLink™ C8035 [ & admin-Logout |

“““ﬂ Adiss Sook fropere “

Connectivity

Configuration Overview Network
Description

+ General Setup The device uses either the wireless or the wired network connection. Activating one will deactivate the other

~Connectivity Active Profile Status Action

PLogin! Permissions/ Accounting ‘ ;“;ﬁ ‘ Wired Cennection Inactive n Edit

»Apps = - Ci -

\ security Xerox Wireless Network Interface 's':;‘l‘::{: "M“'“ez‘ SV%EA"Z ;:;:::jazs EdiL

WP Name : Xerox Device

WicFi Direct Security Mode : WPA2 ﬂ&
Mobile Workflows Status Action
AIrPrint™ Enabled Edit..
Goagle Cloud Print™ Service Enabled [/
Mopria™ Discovery. Enabled [/
USB Settings Status Action
USB Gonnection Mode Software Tools [/
'USE Port State in Sleep Mode Poaeted) |~
Protocol Status Action

— Select Direct Printing via Driver for the USB Connection Mode and Save the change.

xerox (P Xerox® AltaLink™ C8035 [ & aamin Logout |

“““ﬂ fropenes “

55/ USB Settings ' Physical Connections

Configuration Overviews USB Connection Mode
Deserpion
» General Setup General
~Connectivity
USB Connection Mode The USE (Type B) can be configured to support one of two modes:
»Login/ Permissions/ Accounting O Software Tools
Software Tools
>Apps (® Direct Printing via Driver Use this mode to connect the Xerox Copier Assistant (XCA), Customer Utilities or the Portable Workstation (PWS).
¥ Security
e Direct Printing via Driver
In'this mode prints can be made via the print driver. USB memory sticks are not supported
g ‘seconds (0-60)

Note:To disable the Print Tmeout set the value to 0.

Default All | | cancel || save |
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— The USB Connection Mode has been set for Direct Printing.

]
Xerox® AltaLink™ C8035 a
3 ]
2 it i
Address Book Properties Support
search Connectivity
Configuration Overview Network
Description
+ General Setup The device uses either the wireless or the wired network connection. Activating one will deactivate the other
~Connectivity Active Profile status Action
‘Seiup ———
»Login/ Permissions Accounting ‘ ;“c‘:i'fl‘: ‘ Wired Connection Inactive u Edit
»Apps —_— 5
i Xerox Wireless Network Interface LT Ty [/
WPS Name : Xerox Device
\Wi-Fi Direct Security Mode : WPA2 n&
Mobile Workflows Status Action
AlrPrint™ Enabled Edit
Google Cloud Print™ Senvice Enabled Edit
Mopria™ Discovery Enabled Edit
USB Settings status Action
USB Connection Mode Direct Printing via Driver Edit
—
e n Sleep Mode Powered Cd Eait
Protocol Status Action
FTPISFTP Filing Enabled Edit
HTTP Enabled Edit
- -

CLIENT SUPPORT

Only supported on macOS® clients (version: 10.11.4 or later).

WORKFLOW
1. Configure the AltaLink® device USB Connection Mode for Direct Printing.
2. Connect the USB Type A to USB Type B cable to the macOS client and the AltaLink device.

3. The macOS client will automatically discover, identify and auto-configure the Altalink device as an
AirPrint® USB Printer.

® = <& i Printers & Scanners Q search

Printers =
o . - Xerox AltaLink C8035
‘ Xerox AltaLink C8035 ™
ldle, Last Used 1 Open Print Queue...

e . Optioas 8 St

Location: Triton’s Mac mini
Kind: Xerox AltaLink C8035-AirPrint
Status: |dle

| Share this printer on the network

Default printer: = Last Printer Used

Default paper size: = US Letter B 7
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4.

[}

Submit jobs to the AirPrint® USB AltaLink device.
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Apple Puts Eye into iDevices

Reporting in the Sydney Morning Herald, Garry Barker deseribes how Apple
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Enhanced Security

DESCRIPTION

The AltalLink® device meets the required AirPrint® v1.6 security requirements for a printer including TLS 1.2
support, mandatory TLS cipher suite support and updated security behaviors around security certificate
expiration and key management. The enhanced security supported on the Altalink device enables seamless
integration with high security Apple clients.

Expanded Accounting Workflows with Apple Clients

With the latest i0S and macOS® Apple clients, some Accounting behaviors have changed. On the AltalLink
device, IPP Accounting Exceptions can still be used. (See the "Accounting Workflows via IPP Exceptions’
section.) However, some new workflows can also be leveraged.

ALTALINK AIRPRINT CAPABILITIES VERSUS CLIENT SUPPORT TABLE

AltalLink devices support two accounting methods: Xerox® Standard Accounting and Network Accounting.
Apple client behavior with respect to the AltaLink device configured accounting varies depending on a few
factors including Accounting Type enabled, IPP Exceptions enabled, Authentication enabled and
Accounting configuration. To help sort out all of the possible scenarios, the table below summarizes

the functionality.

Xerox®
Standard
IPP Basic Accounting  Network
Apple Authentication  (XSA) Accounting
Client OS  Enabled Enabled Enabled Job Accepted
i0S 10 No No No Yes—Always
i0S 10 No Yes No Yes, depending upon the following conditions:

e If "Account (Account Information)" entered in iOS matches a
user name in the AltalLink Device User Database.

e Or "Account (Account information)” is not entered in iOS and
"mobile” user name present in the AltaLink Device User Database.

e Or Guest Mode Exception enabled at the AltaLink device.

o Or IPP Exception enabled with "Track IPP jobs with invalid
accounting codes” selected at AltalLink device.

i0S 10 Yes Yes No Yes, if the iOS entered login credentials match and entry in Device
User Database.

i0S 10 Yes No No Yes, if the iOS entered login credentials match and entry in Device
User Database.
i0OS 10 No No Yes Yes, depending upon the following conditions:
e If accountis present in Network Accounting Database such that
job-accounting-user-id = "mobile” and job-account-id = "Account
(Account Information)" entered in OS.
e Or Guest Mode Exception enabled at the AltaLink device.
e Or IPP Exception enabled with "Track IPP jobs with invalid
accounting codes” selected at the AltaLink device.
i0S 10 Yes No Yes Yes, depending upon the following conditions:

e If accountis present in Network Accounting Database such that
job-accounting-user-id = i0S entered login credentials username
and job-account-id = "Account (Account Information)” entered in
iOS.

e Or Guest Mode Exception enabled at the AltaLink device.

e Or IPP Exception enabled with "Track IPP jobs with invalid
accounting codes” selected at the AltaLink device.
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Xerox®

Standard
IPP Basic Accounting  Network
Apple Authentication  (XSA) Accounting
Client OS Enabled Enabled Enabled Job Accepted
mac0S® | No No No Yes—Always
macOS No Yes No Yes, depending upon the following conditions:
o If macOS user name matches a user name in the Altalink®
Device User Database.
e Or Guest Mode Exception enabled at the AltaLink device.
o Or IPP Exception enabled with "Track IPP jobs with invalid
accounting codes” selected at the AltaLink device.
macOS Yes No No No—not fully supported by the client.
macOS Yes Yes No No—not fully supported by the client.
macOS Yes No Yes No—not fully supported by the client.
Notes: 1. Assumes tracking enabled for Job service.

2. Xerox® Standard Accounting (XSA) and Network Accounting are mutually exclusive; they cannot both be enabled
at the same time.

3. Network Accounting always requires both job-accounting-user-id and job-account-id.

4. XSA only requires job-accounting-user-id because all XSA accounts have a default job-account-id, although
different job-account-id values can be specified.

Using Apple® AirPrint® with Xerox® AltaLink® Multifunction Printers
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Directly Configure AltaLink® Device Accounting User IDs to Match
Apple Client Values

DESCRIPTION

Some i0S and macOS® clients allow entering an accounting code. The iOS client uses “mobile” as the
Accounting User ID (if IPP authentication is not being used for the AltalLink device). macOS clients use the
logged in user id.

For interoperability with iOS clients, create an accounting user with a user ID equal to “mobile”. For macOS
clients, create an accounting user with a user ID equal to the macOS user ID.

REQUIREMENTS
¢ Accounting workflow enabled on the AltaLink device.

¢ An accounting User Name configured as “mobile” and as the macOS user ID.

LIMITATIONS

Note: For Xerox® Standard Accounting (XSA), the Account Type will be automatically determined based on
the Account ID. If there is no Account ID, then the Default Group Account configured on the AltalLink device
is assumed.

CLIENT SUPPORT
Latest iOS and maxOS clients.

WORKFLOW
iOS Clients

1. Configure Accounting on the AltaLink device and add the appropriate accounting users. For iOS clients,
an accounting user ID of “mobile” should be created on the AltaLink device.

2. Select afile to print, select the action icon and select Print.
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00000 ATRT & 1:17 PM 4 98% =

Cancel 1Photo Selected

g

AirDrop. Share instantly with people
nearby. If they turn on AirDrop from
Control Center on iOS or from Finder on
the Mac, you'll see their names here.
Just tap to share.

Message Mail Add to Notes Twitter

Use as Print Add To More
/all| iCloud Drive

W

3. Select a Printer.

00000 AT&T & 1:17 PM + 98%
Cancel Printer Options
Printer Select Printer

1Copy =]

4, Select the Xerox Device.
eeecs ATRT T 1:18 PM + 98% mEm

< Printer Options Printer

Xerox Device (i)

5. Select Options, and enter an Accounting code if needed for the configured Accounting workflow on the
Altalink® device.
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ecc00 ATRT & 1:21PM % 97% m

Cancel Printer Options Print
Printer Xerox Device
1Copy -
Options Color, Letter
Black & White
Paper Letter
Account 1234|

The printer is low on toner.

12345673890

6. Select Print.
e9000 ATET T 1:19 PM + 97%

Print Summary

Document  Photo
printer - Xerox Device
Copies 1
options ~ Single-sided, 4 x 6 inches
started  Today, 1119 PM

status  Printing 1 of 1...

Cancel Printing

7. The job should be tracked against the user ID: “mobile”.

mac0S®

1. Configure Accounting on the AltalLink® device and add the appropriate accounting users. For macOS,
the accounting user should match the macOS logged in user name.

2. Select afile to print, select Print from the File menu.
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Printer: = 4 Xerox Device a

Presets: Default Settings u

Copies: 1 Black & White [ Two-Sided

Pages: @ All
' Selected Page in Sidebar
IFrom: |1 to: |1

Paper Size: US Letter a 8.50 by 11.00 inches

QOrientation: IE ID:

L —— AccountlD &PIN Printing [

Print with Account ID: | 1111

1ef2 t R4 Print with PIN: 1234

? PDF a Hide Details . Low Supplies Cancel m

3. Inthe Account ID menu, enable Print with Account ID and enter an Accounting code if needed for
the configured Accounting workflow on the AltaLink® device.

Printer: = 4 Xerox Device u
Presets: Default Settings a
Copies: 1 Black & White [ Two-Sided
Pages: @ All
_ Selected Page in Sidebar I
IFrom: |1 to: 1
Paper Size:  US Letter a 8.50 by 11.00 inches |

QOrientation: IE ID:

= e breview a
Auto Rotate Show Motes
Tof2 > | © scale: 100%
"I Scale to Fit: .
— I
Copies per page: 1 <] |
? PDF a Hide Details . Low Supplies Cancel m
- w ‘Learm more T AN=IM=0Ne UESKIOPS. KEVIEWEr, T

4, Select Print.

5. The job should be tracked against the Accounting ID of the logged in user.

Enable IPP Authentication with Accounting

DESCRIPTION

When IPP Authentication is used in conjunction with Accounting on the AltaLink® device, updated iOS and

macOS® clients utilize the authentication user ID for the accounting user ID. For interoperability with
updated clients, create an accounting user with a user ID that aligns with the IPP Authentication Users.
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REQUIREMENTS
e IPP Authentication enabled on the AltaLink® device. (See the "Print Authentication Support” section.)
o Accounting workflow enabled on the AltaLink device.

e An Accounting User Name configured on the AltalLink device consistent with the IPP Authentication
User Name.

LIMITATIONS

Note: For Xerox® Standard Accounting (XSA), the Account Type will be automatically determined based on
the Account ID. If there is no Account ID, then the Default Group Account is assumed.

CLIENT SUPPORT

Latest iOS and macOS clients.

WORKFLOW

iOS Clients

1. Configure IPP Authentication on the AltalLink device.

2. Configure Accounting on the Altalink device and add the appropriate accounting users.

3. Select ajob to print, select the action icon and select Print.

iPad = 9:28 AM 83% -y
Done Mixed Page Size Region 4p v2.pdf =

,,,,,
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9:29 AM 839 =)

Pad =
Mixed Page Size Region 4p v2.pdf @ |'_T'|

Done
R TSP SRS
Mail

Add to Notes  Copy to iBooks Copy to |
iTunes U [

4. Select a Printer. Notice that the printer is locked, which indicates that authentication is required.

«{ Printer Options Printer

RECENT PRINTERS

v Xerox Device

5. Enter IPP Authentication Credentials.

Password required for "Xerox
Device"

[mike

Cancel
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6. Select Options, and enter an Accounting code if needed for the configured Accounting workflow on the
Altalink® device.

Cancel Printer Options

Printer Xerox Device

1 Copy -
Options Double-sided, Color, Staple
Range All Pages
Double-sided
Black & White
Staple

Punch

«©
<

Account

The printer is low on toner.

7. Select Print.

iPad = 9:31 AM 82 =)

Print Summary

pecument - Mixed Page Size Region 4p v2.pdf
Frnter - Xerox Device
Copies 1
optiens  Double-sided, Staple, Letter
swried  Today, 9:30 AM

Staws  Printing 1of 4...

Cancel Printing

8. The job should be tracked against the user id equal to the IPP authentication user ID.
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mac0S®

1. Configure IPP Authentication on the AltalLink® device.

2. Configure Accounting on the Altalink device and add the appropriate accounting users.

3. Add the Printer on the macOS client.
® < HH Printers & Scanners Q s

Printers

. . . Xerox Device
B Xerox Device &
@ Idle, Last Used 1

Open Print Queue...

Options & Supplies...

Location:
Kind: Xerox AltaLink C8035-AirPrint

Status: |dle

Share this printer on the network Sharing Preferences...

Default printer: = Last Printer Used B

Default paper size: US Letter H

4. Select ajob to print, select Print from the File menu.

5. Inthe Account ID menu, enable Print with Account ID and enter an Accounting code if needed for the

configured Accounting workflow on the AltaLink device.

= Apple - Start.pdf (page 10f 2) —

L o o Printer:  Xerox Device | T}
i ﬂ Eﬁ T Presets: Default Settings | T}
M — ——
o S D Copies: 1 Black & White [ Two-Sided 3
: Pages: @ Al b
' Selected Page in Sideb
- - ) Selected Page in Sidebar
n—— From: |1 to: 1
n Paper Size:  US Letter a 8,50 by 11.00 inches
£ = 7=
- —— Orientation: ] [] To
= x
== AccountlD & PIN Printing E
Print with Account ID:
1of2 > » Print with PIN: 1234
? PDF a Hide Details 4 Low Supplies Cancel m

Find the perfect gifts for everyone

6. Select Print.
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7. Enter IPP Authentication Credentials when prompted.

Apple - Start

iPad mini

Every inch an iPad.

Shop the Apple Online Store

Holiday shipping calendar.
Need it by December 257
Find out when to place your order.
Leam more

. 25

[ ] @ ® Xerox Device - 1 Job

® O

Pause Settings

12/21/12 11:28 AM

iPod touch
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. Ci M

Enter your name and password for the printer
“Xerox Device". |

He Vide
J Name: meg

| Password: | o

4 | Remember this password in my keychain l
|

T
device is
Learn more

Apple iMac Review: A Reason to Get a Desktop Computer
Reviewing the new iMac on ABC News, Joanna Stern says the desktop has “as honeS: TV Ad
much sex appeal” as iPad and.

The printer is low on toner.

Apple - Start.pdf

%' Hold for Authentication - 2 pages

Learn more
|
l -

Mag has added Apple's new iMac to its Editor's Choice list for high-end '*
i-in-one desktops. Reviewer
E:m s i i 7 Ads

ple Puts Eye into iDevices

porting in the Sydney Morning Herald, Garry Barker describes how Apple
Becessibility technology has enabled disabled users to thrive both.

rn more
! MacBook Pro TV Ad

L Playbooks: There's an App for That

te Linendoll of ESPN.com reports that across the NFL teams "are trading in D

8. Select OK.

9. The job should be tracked against the user id equal to the IPP authentication user ID.
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Existing AirPrint® Capabilities

Printing

DESCRIPTION

Driverless Printing from Apple clients to the AltaLink® device.

REQUIREMENTS

¢ The Altalink device must have Allow Printing/Faxing to be initiated From AirPrint Supported Devices

enabled.

e The AltaLink device should have a Device Name (which is the Bonjour® name) to easily distinguish the

AltaLink device.

— From the AltaLink Web interface: Properties > Description Page, then configure the Device Name.
(Or alternately you can access the Device Name from the AirPrint page: Properties > Connectivity >
Setup > AirPrint > Edit.)

e Optionally assign a Location if desired.

xerox (P

Configuration Overview
Description

» General Setup

»Connetivity

» Login/ Permissions/ Accounting

rApps

» Security

Xerox® AltaLink™ C8035

e 2 = = | = NI o

Description

Identification

Machine Model
Xerox® AftaLink™ C8035 Multifunction Printer

Device Name

Xerox Device

Organization Information

Name

Geographic Location

Coordinates mustbe entered using the " (period) as the decimal point (e g. 43 22245)

Latitude

(900 90)

& admin-Logout ‘

Product Code/Serial Number
2TX051323

Location

Xerox Asset Tag

Longitude
(-180to 180)

_— -
Xerox® AltaLink™ C8035 [ & admin Logout
.
o 1
Address Book Properties

S AirPrint™

Confguraton Overvieus v

Deseription Required Configuration Setings

» General Set
s m:v; ;p Protocol status Action

CRLTNIS Required; Configured Eqn

»Logini Permissions/ Accounting ;

+Apps =P Required; Configured Eqn

» Security Multicast DNS Registration ey Enn

Note.
AirPrint™ requires IPP and Multicast DNS Registration services. When AirPrint is enabled, these services are automatically enabled. IPP enablement requires restarting the device website.

Erfablement
Allow Prining to be initiated From AirPrint™ Supported Devices

Additional security options are available in HTTPS and IPP settings above.

c

De

ice Name

L ox Device e

Geographic Location

nsan
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LIMITATIONS

e The AltalLink® device must be discoverable by the Apple client.

CLIENT SUPPORT

iOS clients and macOS® 10.6 or later clients.

WORKFLOW
Print via AirPrint® from iOS Clients (i.e., iPad®, iPhone®, iPod touch®)
1. Select afile to print (such as an email or a photo) from an Apple iOS client.

2. You can initiate printing by selecting the share icon (i.e., the arrow) at the bottom/top of the app.

It will look similar to this: B or this: ﬁl

iPad = 9:28 AM 839 ()
Done Mixed Page Size Region 4p v2.pdf E’ ﬂ']

!

3. Then tap the Print button or Printer icon to print via AirPrint.

iPad = 9:29 AM 83% @=)
Done Mixed Page Size Region 4p v2.pdf @ ﬂ']
Mail Add to Notes  Copy to iBooks Copy to

iTunes U

Copy Print More

Note: If the Print button does not display in an app, then the app does not support AirPrint at this time.
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4. If you are printing for the first time, or if the previously selected printer is not available, you will need to

choose the AirPrint® printer by touching Select Printer. You should see a list of one or more AirPrint-
enabled printers in your area. Touch the printer to which you would like to print.

Cancel Printer Options

Printer
1Copy

Range

£ Printer Options

Select Printer

All Pages

RECENT PRINTERS

+ Xerox Device
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5. Configure the printer options:

You should now see configuration options for the printer that you selected in Printer Options. Selecting

Options expands the list to allow for adjusting the values. Adjust these as desired for the print job.

Cancel

Printer

1Copy

Printer Options

Options

Range
Double-sided
Black & White
Staple
Punch

Account

[

Print

[+]

Double-sided, Color

@,

T

There are a few print options (depending on the printer and the file type):

Number of copies: Select the number of copies of the document or image that you want to print.

Double-sided printing: You can choose to print on both sides of the paper if your printer supports
two-sided (duplex) printing.

Paper selection: Choose from the supported paper sizes.

Page range: You can select certain pages within a document to print. Page range is only available
with certain apps and file types, such as PDFs.

Color selection: When supported, choose an option for the output color (i.e., color or black
and white).

Finishing: Choose from the supported finishing options (i.e., staple, fold, punch, etc.).
Note: Advanced finishing options are configuration dependent.

Account: Option for adding an accounting code when Accounting is enabled on the device.

6. Tap the Print button to begin printing.

Cancel Printer Options Print
Printer Xerox Device

1Copy (= 1+]
Options Double-sided, Color
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Manage/Cancel Print Jobs from Apple® iOS Device

1. You can check the Apple iOS device print queue by double-tapping the Home button to show the
recently used apps.

2. Next, select the Print Center.

Print Center

Print Summary

Mixed Page Size Region dp v2.pdf
" Xerox Device

1

Double-sided, Letter

Today, 1:35 PM

Printing 3 of 4.

e
=
®
?

3. Review the Print Summary of the client.

- ‘ b

t Mixed Page Size Region 4p v2.pdf
mnter - Xerox Device
e 1
optons - Double-sided, Letter
«1 Today, 1:35 PM

. Printing 3 of 4...

Cancel Printing

Note: The Print Center is only available while printing is in progress.
e The Print Center will display a window with the jobs queued locally on the Apple iOS device.
e To cancel a print job from your Apple device queue, select Cancel Printing.

e When there are no more jobs queued on the Apple device, the Print Center will show no
documents waiting.
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Print via AirPrint® from a macOS® Client

Note: Certain features must first be enabled at the Altalink® device before installing the AirPrint Printer on
the macOS client for these features to be available via the installed printer on the client. This is because
some capabilities are only reported by the device if they are enabled and the macOS installed Printer
enables some features based on the information reported by the AltaLink device at the time the Printer is
added.

These features include:

e AirPrint Scanning

e Accounting

e Fax

If these features are not visible in the macOS AirPrint printer, it could be because they were not first enabled

at the printer before the printer was added. The printer should be removed and re-installed on the macOS
client to expose these features after being enabled at the printer.

Assuming all desired AltalLink device capabilities are enabled, Add a Printer to the macOS client.

1. From the macOS client, add a printer from System Preferences > Printers & Scanners.

0 & i Printers & Scanners Q Search

No printers are available.
Click Add (+) to set up a printer.

=
Default printer:  Last Printer Used
Default paper size:  US Letter 7
2. Select the + symbol to add a printer.
0 < HH Printers & Scanners Q search
No printers are available.
Click Add (+) to set up a printer.
+
Add Printer or Scanner...
Default printer: = Last Printer Used
Xerox Device Default paper size:  US Letter ?
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3. From the Add dialog, select the Bonjour®-discovered AltaLink® device.

o0 ® Add
ra -
= @ - Q search
Default 1P Windows Search
Name Kind ~
Kerox Device Bonjour
Name:
Location:
Use: <
. )

4, Select Use: Secure AirPrint or AirPrint.

Note: An AirPrint® Printer will use IPP/HTTP. A Secure AirPrint Printer uses IPPS/HTTPS.

Add

eCe
g @ '- Q, Search

Default IP  Windows Search

Name Kind

Xerox Device

Bonjour

Name: Xerox Device
Location:

(VL .~ Secure AirPrint
AirPrint

Auto Select
Generic PostScript Printer
Generic PCL Printer

Select Software... ena
Other...
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5. The AltaLink® device has been added as a Printer.

<
Printers Sy
: . - Xerox Device
‘@ Xerox Device S
Blie)restises i Open Print Queue...
4l — .
— Options & Supplies...
Location:
Kind: Xerox AltaLink C8035-AirPrint
Status: Idle |
Share this printer on the network Sharing Preferences...
+ —

Default printer:

Default paper size:

Last Printer Used

<>

<>

US Letter

6. Open afile to print on the macOS® client.
7. Select Print from the File menu.
8. Select the Xerox® Printer from the list of printers.
9. Configure the desired printer options (i.e., copies, media, layout, finishing, etc.).
Printer: = Xerox Device B
Presets: = Default Settings B
Copies: ﬁ = | | [ Black & White [ Two-Sided
Pages: © All
_ Selected Page in Sidebar |
IFrom: 1 to: 1

Paper Size: US Letter

[ 8:50 by 11.00 inches

Orientation: 'ij IZ_

v Preview '

= Media & Quality
AU Layout s

1of2 > » ° sc

Paper Handling
Cover Page

B PN Printing 2

Finishing Options

Copie  Supply Levels [

2 PDF n Hide Details 4 Low Supplies

10. Select Print.

Cancel
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Manage/Cancel Print Jobs from Apple® macOS® Client
1. Open the print queue for the Printer that the job was submitted to.

2. Select the icon of the printer in the macOS dock. (Note: The icon appears when the queue has
jobs present.)

[ BON ) ® Xerox Device - 1 Job
@ O
Pause Settings

The printer is low on toner.

F '*.1 Apple - Start.pdf

Or go to Apple menu > System Preferences > Printers & Scanners. Select the printer from the list, then
click Open Print Queue.

3. To cancel a print job from your Mac® OS X® printer queue, select the ‘X’ icon button. To pause a job,
select the Pause button.
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Outgoing Facsimile (FaxOut via IPP)

DESCRIPTION

Some AirPrint® clients can support sending an outgoing facsimile via AirPrint to an AltaLink® device (with
embedded fax enabled and configured), which will then send the fax to a final fax destination.

i
o— —
==
Faxed job is Faxed job is
composed and transmitted to
submitted to various remote
device from an IPP fax devices. T
Client via AirPrint-
IPP FaxOut. aO—
F
REQUIREMENTS

The AltaLink device must have :
¢ At least one embedded fax line configured for at least the ‘Send’ functionality.

¢ Enable AirPrint to Allow Printing/Faxing to be initiated From AirPrint Supported Devices. See the "System
Administrator Guide” for more details on configuring embedded fax.

LIMITATIONS
Not all AirPrint clients support this AirPrint capability at this time.

CLIENT SUPPORT

Supported on macOS® clients
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WORKFLOW

1. Configure Embedded FAX on the AltalLink® device for at least Send functionality.

2. Add a Printer on the macOS® client. From System Preferences > Printers & Scanners > Add a Printer.
3. Select the Bonjour® AltaLink device that is configured with FAX.
4. Configure the Use: Secure AirPrint or AirPrint as desired.
<
e e Add
8@ w
Default 1P Windows Search
Name Kind ~
| XRX WC 3655X (60B654) Bonjour
XRX AL CB070 (651402) Borjour
XRX AL C8070 (6813E1) Bonjour
XRX AL C8070 (681372) Bonjour
XRX AL C8070 (68131B) Bonjour
XRX AL C8045 (6813A4) Bonjour
XRX AL C8030 (681435) Bonjour
XRX AL B8075 (3130A1) Bonjour
XRX AL B8055 (SBE1E3) Bonjour
Def Name: XRX AL C8070 (68141F)
Defaul Location:
T N | se:  Secure AirPrint B |
Add
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5. The AirPrint® Printer and corresponding Fax devices have been added.

Note: macOS® adds a designation “- Fax” to identify the Fax AirPrint Printer during the
Printer installation.

®o < D Printers & Scanners Q Search

Printers

XRX AL C8070 (68141F)
‘-; XRX AL C8070 (68141F)

G E Nt s Open Print Queue...
Faxes

o | Options & Supplies...

3 XRX AL C8070 (68141... ————————————=

Location:

Kind: Xerox Altalink C8070-AirPrint

Status: Idle
| Share this printer on the network Sharing Preferences...

+ —

Default printer: = Last Printer Used

Default paper size:  US Letter B ?
o0 < it Printers & Scanners Q, Search
Printers
_ | XRX AL C8070 (68141F) - Fax
Bl XRX AL C8070 (68141F) | ¢ )
# Idle, Last Used ﬁ Open Fax Queue...
Faxes f"'
= Z
-E XRX AL CBOY0 (68141... —
Fax Number: 4225832
Kind: Xerox AltaLink C8070-AirPrint
Status: Idle
| Share this fax on the network Sharing Preferences...
+ Sk
Default printer: | Last Printer Used B
Default paper size:  US Letter B '3
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6. Submit a Fax Job to the AirPrint® Fax Destination.

Note: The Fax job submission workflow follows the same workflow as printing a file. The Fax AirPrint
Printer is chosen for the Printer destination instead of a standard Printer.

7. Select Print from the File menu.

@ Preview Iia Edit View Go Tools Window Help

[ NN ) = Apple - Start.pdf (page 1 of
= . Open... 80
i o | d
= - ?, Open Recent > L
le - Start.pd
A Close Window BW
Close Selected PDF Document  {+3#W

- Save S ad mini The new iMac
Duplicate 0 98S finchan iPad. Performance and desigr

Rename. Taken right to the edge.

Move To... ¥
Export...
Export as PDF...

Revert To >

= Jle Online Store Hot News Headline
4‘ 1 iipping calendar.

Y December 257 iPhone 5 First Weeke

s 1 to place your order.
&rn more Apple today announci
Take Screenshot » China, just three days
Learn more
| Print... 8P -
— 2 iPhone § is Time Ma

25 Time Magazine has
device is "one of the r
Learn more

8. Select the Xerox® Fax device for the Printer.

~ Apple - Start.pdf (page 10f 2) —

(=]
|
® = 8 2
= - Pages Add Printer...
= = Printers & Scanners Preferences... |
- - — RN
H = From: 1 to: 1
e - | Paper Size: | US Latter B 8500y 1.00inches
L ~
e orientation: T4  Tae
=] - .
— Preview B
Auto Rotate Show Notes
1ot2 2 1 2 O scale: 100%
Scale to Fit: .
Coples per page: 1 B
2 poF [ Hide Details | 4 Low Toner cancel  ([EEED
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9. Enter the fax destination phone number from the AirPrint® client.

= Apple - Start.pdf (page 10f 2) — Locke

Printer:  XRX AL C8070 (68141F) - Fax B

orientation: T4 Tar

| TR— - =
- ﬂ‘ B awa Presets:  Default Settings B
! a Coples: 1 Two-Sided
E- o Pages: © All |
- :'e:':::ler: Page -:’ :Sud:bar
-‘ Paper Size: US Letter B 85009 11.00inches
-

Fax Information B

To: | 25179

Dialing Prémer

Use cover page
Subject

Message:

poF [B | Hide Details cancel | (EEEN

10. Select Fax to submit the job.

11. The job is transferred to the AltaLink® device, which in turn completes the fax transmission to the
remote fax destination.

Notes:

e An IPP FaxOut submission can be sent to one or more fax recipients.

e Supported IPP FaxOut Dialing Characters (for phone numbers including line selection, dialing prefixes and
private data delimitation):

IPP FaxOut Dialing Characters ‘ Notes

0-9 DTMF (Dual Tone Multi-Frequency) or PULSE digit to dial
* Begin DTMF
# End DTMF

= *Wait for dial tone
w *Wait for dial tone
Switch to DTMF mode

( Readability
) Readability
Space Readability

| Start mailbox signaling
, * Pause character (default is 3-second pause time)
P * Pause character (default is 3-second pause time)
/ Private data delimiter

<1> Select line 1

<2> Select line 2
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Accounting Workflows via IPP Exceptions

DESCRIPTION
This is a way to work around current AirPrint®/IPP accounting workflow limitations.

Some AirPrint clients do not provide a way to supply accounting codes and some AirPrint clients send jobs
with accounting codes that cannot be altered by the job submitter. When accounting with
tracking/validation is enabled on the AltaLink® device, accounting codes are required to successfully print
and track jobs. Jobs without accounting codes or with invalid accounting codes will be rejected.

The AltaLink device IPP accounting exception allows AirPrint/IPP clients to track their jobs against a specific
IPP exception code. This allows jobs to successfully print and be tracked when accounting is enabled and
configured for tracking/validation.

Note: This exception is available for both Xerox® Standard Accounting (XSA) and Network Accounting.

REQUIREMENTS

The AltaLink device must have an accounting method enabled (XSA or Network Accounting) and tracking
enabled.

CLIENT SUPPORT

Exceptions can be used with any AirPrint/IPP client.

XSA WORKFLOW
1. Enable XSA. See the "System Administrator Guide" for more details.
2. Configure XSA Validation Policies and Print Job Exceptions.

a) Set the printer to validate the accounting codes for all jobs except those that originated from
IPP/AirPrint.

b) On the AltaLink Web page, click Properties > Login/Permissions/Accounting > Accounting
Methods.

¢) Under Action, for Validation Policies/Print Job Exceptions, click Edit.
3. For Validate Accounting Code, select Yes with Exceptions.

4. Toallow IPP print jobs, for Exceptions for Jobs Not Containing an Accounting Code, select IPP
Exception Mode. Select an option.

a) Track IPP jobs with invalid accounting codes against the IPP Exception User and Account
IDs: Use this option to allow print jobs with invalid accounting codes from IPP sources. This
configuration prevents rejection of jobs from IPP clients such as AirPrint.

IPP Exception User and Account IDs:

User ID: IPPExceptionUserld
Account ID: IPPExceptionAcctld

b) Reject IPP jobs with invalid accounting codes: Use this option to reject print jobs with invalid
accounting codes.
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Note: Apple® iOS clients send an unalterable accounting user ID value of "mobile”. To allow jobs from
these clients, select Track IPP jobs with invalid accounting codes against the IPP Exception User
and Account IDs.

Xerox® AltaLink™ C8035

Properties

Search
e Qv Validation Policies / Print Job Exceptions
> General Satup Print Job Exceptions
+ Connestivity . ) I, 5
e e S Validate Accounting Code (User ID) Validation Failure Policy
Logn bsthocs Yes with Exceptions ¥ Dekete Job
User Permissions
Exceptions for Jobs Not Containing an Accounting Code
AD‘“‘ User Dtaosse [ Guest Mode: Avays print jobs from any computer.
»Apps
» Security

IPP Exception Mede: Process IPP Jobs (includes Google Cloud Print, AirPrint and Mepria jobs).

(@ Track IPP jobs viith invalid accounting codes against the IPP Exception User and
Account IDs

What accounting codes are logged?
O Reject IPP jobs with invalid accounting codes:
What accounting codes are logged?

T Dosignatea Source Miode: Akrays prn obs from specc computers

What accounting codes are logged?

5. Click Save.
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Network Accounting Workflow

1.
2.

4,

Enable Network Accounting. See the "System Administrator Guide” for more details.

Configure Network Accounting Validation Policies and Print Job Exceptions.

Set the printer to validate the accounting codes for all jobs except those that originated from
IPP/AirPrint®.

In the AltaLink® Web page, click Properties > Login/Permissions/Accounting >
Accounting Methods.

On the Accounting Methods page, for Action, next to Validation Policies/Print Job Exceptions, click
Edit.

For Enablement, select Enabled.

For Validate Accounting Code, select Yes with Exceptions.

To allow IPP print jobs, for Exceptions for Jobs Not Containing an Accounting Code, select IPP
Exception Mode. Select an option.

a)

Track IPP jobs with invalid accounting codes against the IPP Exception User and Account
IDs: Use this option to allow print jobs with invalid accounting codes from IPP sources. This
configuration prevents rejection of jobs from IPP clients such as AirPrint.

IPP Exception User and Account IDs:
User ID: IPPExceptionUserld
Account ID: IP Address or Host of the IPP client that submitted the job.

Reject IPP jobs with invalid accounting codes: Use this option to reject print jobs with invalid
accounting codes.

Note: Apple® iOS clients send an unalterable accounting user ID value of "mobile”. To allow jobs from
these clients, select Track IPP jobs with invalid accounting codes against the IPP Exception User
and Account IDs.

Xerox® AltaLink™ C8035

Validation Policies / Print Job Exceptions
-
Validate Accounting Cede (User ID) Validation Failure Policy
v
] uest Mode: Abrays print jobs from any computer

IPR Excepion Mode: Process [P Jobs (incuudes Google Cloud Print, AxPris and Mopria jobs)

(8) Track P jobs il invaid accouiing codes aganstth IPP Excepton User and
Aciouet 1D

Cancel | [ save

Click Save.
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Print Authentication Support

DESCRIPTION

IPP can be configured on the Altalink® device to require authentication (through HTTP Basic
authentication), providing a way for AirPrint® clients to use the Altalink device configured authentication.

IPP Client sends Xerox® Device a user name
and password for authentication.

-
= [ Xerox® Device authenticates the
user name against either:
o I
— — * The device user database

Or

User is successfully authenticated. « Network Authentication Server

The method is determined

IPP Client can by the IPP Authentication

submit a job to the = 2 Configuration.
Xerox ® Device. (F
I
I
REQUIREMENTS

IPP can be configured on the AltalLink device to require IPP clients (which includes AirPrint clients) to use
authentication before submitting a job. When configured, credentials must be passed from the AirPrint
client to the AltalLink device for authentication. Depending on the AltaLink device IPP Authentication
Configuration, the device will then authenticate that user name and password locally on the Device User
Database or Remotely on the configured Network Authentication Server. Once the credentials are
successfully authenticated, then the AirPrint/IPP client can submit the job to the Altalink device.

By default, Requiring Authentication for IPP is disabled.

To enable IPP to Require Authentication using HTTP Basic Authentication:
1. Onthe AltaLink Web page, click Properties > Connectivity > Setup.

2. ForProtocol, next to IPP, click Edit. IPP should be enabled by default.

3. Toenable IPP authentication, for Require Authentication, select HTTP Basic.
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When HTTP basic authentication is enabled, for Validation Location, select an option.

[ )
device user database.

Configure users in the Device User Database.

Xerox® AltaLink ™ C8035

Search

Contiurstan Qvaniew
Description IPP
» General Setup
1P Enablement
< Connestuty
— @ on
+ Login/ Permissiens’ Accounting Q off
 Apes
+ Security

Require Authentication [l
O o
® HTTP Basic

Validation Location

Validate on the Device »

Configuration Settings. Status.

HrTP T

Validation on the Device: This option enables IPP authentication of users that are configured in the

" & admin-Logout ]

Action
7 2

I Device User Database. L4 Required; Configured

\dentify Printer [l Optional; On

]

¢ Validation on the Network: This option enables IPP authentication of users that are configured on

the network authentication server for the printer.

Configure the network authentication server.

Note: The same network authentication configuration is used on the printer for each login method

that is configured for Network Authentication.

Xerox® AltaLink™ 8035

‘Configuration Overview PP

+ Genersl Setup
IPP Enablement

~ Comnestiity

‘Setup @on O or

» Login! Fermissions/ Accounting O on @ HTTP Basc

» Apps

» Security Validation Location

Validate on the Network +
Configuration Settings Status Action
HTTR n Required; Configured &
I Authentication Server Required; Configured Edit

aentty Printer B Adl Optional; On

2016 xe:
Xerox,xerax 3

caton. A rign's Rasared
2cgnaiand ALinkare Fagemant of

Note: If IPP Authentication is configured and two or more authentication servers are configured, then
the IPP Authentication Policy window displays. The IPP Authentication Policy is used to determine

which server to use for IPP Authentication.
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LIMITATIONS

IPP Authentication is limited to only HTTP Basic Authentication. It is recommended that the AltaLink®
device be configured for Force Traffic over Secure Connection (HTTPS), where all HTTP requests are
switched to HTTPS.

Xerox® AltaLink™ C8035 [(& admin-togout |

Configuration Qverview HTTP

Description
= e
ey

Setup Configuration
» Login’ Permissions/ Accounting

» Apps. ‘Connection Physical Connection
» Security O Disabled Ethernet
(® Enabled Maximum Connections
0 Port Humber. 32
Keep Alive Timeout
Foree Traffic over Secure Connection (HTTPS)
(O No (Requests can be made over HTTP and HTTPS) 10 e
@ Yes (Al HTTP requests will be switched to HTTPS) Choose Device Certificate
5 e
save
CLIENT SUPPORT
i0S and macOS® clients
WORKFLOW
iOS Clients
1. Configure IPP Authentication on the AltalLink device.
2. Print afile from iOS.
3. Select the share icon.
iPad = 9:28 AM 83y, [
Done Mixed Page Size Region 4p v2.pdf @ m
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4. Then tap the Print button or Printer icon to print via AirPrint®.

iPad = 9:29 AM

Done Mixed Page Size Region 4p v2.pdf

1
|

Mail Add to Notes

Copy Print

Tabloid | J
Page 3 i

83%

=

ml=]

Copy to iBooks Copy to
iTunes U

'r
|
LE X )
More

5. Choose the AirPrint printer by touching Select Printer.

Cancel Printer Options

Printer
1Copy

Range

6. Select the Altalink® device. Notice that there is a lock icon for the printer.

£ Printer Options Printer

Select Printer

All Pages

RECENT PRINTERS

+ Xerox Device
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7.

Enter the IPP Authentication Credentials for the device.

Password required for "Xerox
Device"

Cancel

8. Configure the Printer Options.

9. Tap Print to begin printing.

Cancel Printer Options Print

Printer Xerox Device

1Copy H

Double-sided, Color, Staple

Options

Range All Pages
Double-sided [ @)
Black & White <
Staple o
Punch B
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macOS® Clients

1. Configure IPP Authentication on the AltalLink® device.

2. Add a Printer to the macOS client.
3. From System Preferences > Printers & Scanners > Add a Printer.
4. Select the AltaLink device with IPP Authentication enabled.
5. Configure the Use: Secure AirPrint or AirPrint as desired.
e e Add
2@ -
No printt
Click Add (4
-
Name: Xerox Device
Default printer: Laslif ("
Default paper size: USLﬁI Use: | AirPrint B
|
Add
® < o Printers & Scanners Q
i " S Xerox Device
B Xerox Device N
© Idle, Last Used - Open Print Queue...
= — Options & Supplies...
Location:
Kind: Xerox AltaLink C8035-AirPrint
Status: Idle
Share this printer on the network Sharing Preferences...
e
Default printer: = Last Printer Used H
Default paper size: = US Letter g ?
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6. Submit a Print Job to the AltaLink® device.

7. Select Print from the File menu.

8. Configure the Print Options and submit the job by selecting Print.

= Apple - Start.pdf (page 10of 2) — Locke
= Printer: = Xerox Device E
i ﬂv ,& B Presets:  Default Settings E
a Copies: 1 Black & White [ Two-Sided

T o Pages: © All

= From:

SRRt = Paper Size: | US Letter

" Selected Page in Sidebar

1 to: |1

[ 8500y 11.00inches

Orientation: IE I)-'

AccountID & PIN Printing a

Print with Account ID:

10f2 > »

? PDF E Hide Details | 4 Low Supplies

9. The job will be Held for Authentication.

Print with PIN: 1234

10. When prompted, enter the IPP Authentication Credentials for the Device.

&L=

¥ Apple - Start.pdf

Apole - Start

iPad mini

Every inch an iPad

Shop the Apple Online Store

Holiday shipping calendar.
Need it by December 257
Find out when to place your arder.
Leam more

: 25

00 ® Xerox Device - 1 Job
Il Vde

Pause Settings
The printer is low on toner.

Apple - Start.pdf

Hold for Authentication - 2 pages

The new iMac / iPod touch
Performance and design, Engineered for maximum funness.
Taken right to the edge

=

T L Lo

_—_ Enter your name and password for the printer
“"Xerox Device".

He d
Name:  labusr
P
{ Password:

A - . . .

ct Remember this password in my keychain

Le

1 Cancel oK F

P i
SRR it s e e ST fac2012 Ta "

device is “one of the most |

Learn more

Apple iMac Review: A Reason to Get a Desktop Computer

Reviewing the new iMac on ABC News, Joanna Stern says the deskiop has "as
much sex appeal” as iPad and.
Learn more

Mag: iMac is Editor's Choice

Mag has added Apple's new iMac to its Editor's Choice list for high-end
ll-in-one desktops. Reviewer
n more

ple Puts Eye into iDevices

porting in the Sydney Morning Herald, Garry Barker describes how Apple
essibility technelogy has enabled disabled users to thrive both...
n more

FL Playbooks: There’s an App for That

Katie Linendoll of ESPN.com reports that across the NFL teams “are trading in

T N T their 500-naqe orinted olaybooks for Learn more

11. When the credentials are validated, the job will resume.
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Identify Printer Capability

DESCRIPTION

The AltaLink® device can be identified from remote AirPrint® clients by:
1. Making a sound

2. Flashing alight

3. And/or displaying a message at the AltaLink Device Local Interface

This could be used to help find a particular AltaLink device if a client is in an area where multiple devices are
supported.

REQUIREMENTS

o By default, the IPP Identify Printer functionality is enabled.

e To configure the IPP Identify Printer functionality:

1. Onthe AltalLink Device Web page, click Properties > Connectivity > Setup.
2. ForProtocol, next to IPP, click Edit. IPP should be enabled by default.

3. To configure Identify Printer, select an option.

e On: This option enables an IPP client to request the printer to identify itself through a graphic or
sound.

e Off: This option revokes the ability of an IPP client to request the printer to identify itself through a
graphic or sound.

Xerox® AltaLink™ C8035 [ (2 admin-Logout |

Confiuration Overvisw PP

~ Connectivity [PE ok Require Authentication [

© on ® of
» Login’ Permissions! Accounting Oom O HTTP Basic
» Apps
» security Validation Location
Configuration Settings status Acti
HTTP Required; Configured %
I Identify Printer [ Optional; On ©On n
Cancel Save
4. Click Save.
LIMITATIONS

o Limited client support with older clients.

o Limited support within Apps.

CLIENT SUPPORT
iOS 10 and later and macOS®
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WORKFLoW
iOS Clients

An iOS client is attempting to submit an AirPrint® job to a local AltaLink® device. The user has selected a
printer, but isn’t sure which of the several output devices is actually the printer they have chosen. The iOS
client allows users to remotely identify the printer selected.

1. Print afile from iOS.

2. Select the share icon.

iPad = 9:28 AM 830 [
Done Mixed Page Size Region 4p v2.pdf @ ﬂ']

T 4 [ T T

i

.{

3. Tap the Print button or Printer icon to print via AirPrint.

iPad = 9:29 AM 83%
Done Mixed Page Size Region 4p v2.pdf @ |ir'|
Mail Add to Notes  Copy to iBooks Copy to
i 1

iTunes U

iiﬁ...

Copy Print More

4. Choose the AirPrint printer by touching Select Printer.

Cancel Printer Options

Printer Select Printer

1Copy — | +

Range All Pages
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5. Select the information icon next to the AltaLink® device.

{ Printer Options Printer

Xerox Device

6. From the Printer Info page, select Identify Printer to submit an Identify Printer request to the
AltaLink device.

< Printer Printer Info

Xerox Device B B D D B @ B D

The printer is low on toner.

Name Xerox Device

Location

Identify Printer

7. The Altalink device sounds the identify printer tone (if tones are enabled), raises a Local User Interface
message and flashes a light to allow the user to identify the AltalLink device.

Device Identification Request

A mobile user is trying to locate this device

Requesting User Information:

AirPrint Ready

8. Afteridentifying the printer, the user can continue with the print job submission.
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macOS® Clients

The macOS client allows users to remotely identify an AirPrint® printer selected during printer installation.

1. Add a Printer to the macOS client.

2. From System Preferences > Printers & Scanners > Add a Printer.
3. Select the Altalink device.
4. Configure Use: Secure AirPrint or AirPrint as desired.
< ece Add
-» @ = o
Default P Windows Search
Name Kind ~
No print
Click Add (4
o
Name: Xerox Device
Default printer:  LastP ;.
n | Location:
Default paper size: USE‘ Use: | AirPrint a
-
Add
5. Select Options & Supplies from the printer details.
® < HH Printers & Scanners Q5§

Printers

& " S Xerox Device
B Xerox Device &
© Idle, Last Used 1

Open Print Queue...

Options & Supplies...

Location:
Kind: Xerox AltaLink C8035-AirPrint
Status: Idle

Share this printer on the network Sharing Preferences...

Default printer: = Last Printer Used B

Default paper size: = US Letter ] ?

Using Apple® AirPrint® with Xerox® AltaLink® Multifunction Printers 59



6.

7.

From the General tab, select Find Printer to submit an Identify Printer request to the AltaLink® device.

Printers & Scanners

i@i Supply Levels

Printe|

-
Name: |XErm device
Location:
Device Name: Xerox_device
Driver Version: 2.0
Show Printer Webpage...
Show Charge Webpage... L
+ —-

Find Printer

ﬂ cancel | ([CTSNN F‘

The AltaLink device sounds the identify printer tone (if tones are enabled), raises a Local User Interface
message and flashes a light to allow the user to identify the device.

Device Identification Request

A mabile user is tryng to locate this device

Requesting User Information:
AirPrint by Apple

labusr
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Secure AirPrint®

DESCRIPTION

Secure AirPrint is AirPrint communication over IPPS (Secure IPP) via HTTPS. By default, the AltalLink® device
can support both non-secured AirPrint (over IPP) and Secure AirPrint (over IPPS). The AltalLink device can be
configured to only support Secure AirPrint by enabling the HTTP configuration item called “Force Traffic
over Secure Connection (HTTPS)”.

REQUIREMENTS

o When “Force Traffic over Secure Connection (HTTPS)” is enabled, the AltaLink device will support AirPrint
only over IPPS (only Secure AirPrint).

o When “Force Traffic over Secure Connection (HTTPS)” is disabled, the AltaLink device will support AirPrint
over either IPP (AirPrint) or IPPS (Secure AirPrint).

CONFIGURATION
1. Onthe Altalink Web page, click Properties > Connectivity > Setup.
2. For Protocol, next to HTTP, click Edit.

3. Toencrypt HTTP communication, for Force Traffic over Secure Connection (HTTPS), select Yes. When
Force Traffic over Secure Connection (HTTPS) is enabled, all Web pages contain https:// in the URL and
AirPrint is limited to only Secure AirPrint connections.

4. For the Choose Device Certificate menu, for HTTPS, select the Device Certificate.
5. Toview the selected certificate details, or save the certificate to your computer, click View/Save.

6. If you select Xerox® Default Device Certificate, you can install the Generic Xerox® Trusted CA
Certificate in your Web browser. Installing the Generic Xerox® Trusted CA Certificate ensures that your
browser trusts the printer. To download the certificate, click Download the Generic Xerox® Trusted
CA Certificate.

7. Change the Secure HTTP Port Number as needed.

Xerox® AltaLink™ C8035

s HTTP

e T
~ Connectivity
Configuration
Login/ Permizsions! Accounting
n Connection Physical Connection
oy O Disabled Ethemet
® Enabled Maximum Connections.
80 Port Humber 2
Keep Alive Timeout
Force Traffic over Secure Connection (HTTPS)
10 ‘seconds (1-60)
() Ne (Requests can be made over HTTP and HTTPS)
(®) Yes (A HTTP requests wil be swiched to HTTPS) Choose Device Certificate
443 Port Number | Xerox Default Device Certificate v |
| viewisave |
Default All | | cancer || save |

Note: Enabling “Force Traffic over Secure Connection (HTTPS)” switches all HTTP requests to the AltaLink
device to HTTPS, not just those related to AirPrint.
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WORKFIOW
iOS Clients

iOS clients use IPPS (i.e., Secure AirPrint®) by default regardless of the configuration of the AltaLink® device.

macOS® Clients

e When adding a printer from a macOS client, the Use: option will be limited based on the AltaLink device’s
configuration of “Force Traffic over Secure Connection (HTTPS)”.

e When the AltaLink device is configured with “Force Traffic over Secure Connection (HTTPS)” disabled,
then from a macOS client, Use: can optionally be configured for Secure AirPrint or AirPrint.

L=l Add
P = .
= @ - Q gearch
Default IP Windows Search
Mame Kind ~

Name:  Xerox Device
Location:

UL . Secure AirPrint
AirPrint

Auto Select |
Generic PostScript Printer i
Generic PCL Printer

50 Select Software... lena
Other...

e When the Altalink device is configured with “Force Traffic over Secure Connection (HTTPS)” enabled,
then from a macOS client, the Use: can only be configured for Secure AirPrint.

eCe Add
e = .
g @ - £l Search
Default IP  Windows Search
Name Kind ~

Mame: |Xerox device

Locat

EL: + Secure AirPrint

e
Generic PostScript Printer
Generic PCL Printer 1
Select Software...

LIS p
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Troubleshooting

What if I can’t find the AirPrint® settings on my AltaLink® device?

Please refer to the "AirPrint® Feature Installation Key" section of this document.

What if I can’t find an AirPrint printer from my Apple device?

I can’t find my AltaLink device when I try to print from my Apple device or I get a message: "No AirPrint
Printers Found.” What’s going on?

1.

o v & W

First try to confirm that AirPrint is enabled on the AltaLink device. See “How is AirPrint enabled and
configured on the AltaLink device?”.

Next, AirPrint requires that devices are discoverable via the Apple® proprietary protocol, Bonjour®. In
some networks, this traffic is not allowed to be passed across subnets. In this case, a device will only be
discoverable if the Apple device and the AltaLink device are on the same subnet or if other cross-subnet
solutions for multicast DNS are implemented.

Make sure that your Apple device is connected to the same subnet as the AltaLink device.
From the Apple device, tap on the Settings icon.
Navigate and tap on Wi-Fi networks.

Confirm the Apple device is connected to the correct Wi-Fi® network (checkmark next to network
name).

Seitings |.

nmm

LI —
" il n Chircas & Martos

+ Joke's Howss * B
A Locaton Services o

Check the IP address of the Apple device by selecting the More Details Arrow to the right of
the network.

©

Confirm that the IP address of the Apple device is for the correct network.
o —
Forget this Network

T

Subnet Mask

Router

DNS

Search Domains
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9. Make sure that the AltaLink® device is connected to the correct network.

10. Print a Configuration Report to confirm the IPv4 address of the device. (See the Connectivity Physical
Connections, and Connectivity Protocols, TCP/IPv4 sections of the report) or

11. Check the AltaLink Device App from the Local User Interface. Select About to view the IPv4 address.
12. Confirm that the IP address of the AltaLink device is for the correct network.

13. If both devices are on the same subnet and your device is still not being discovered, check with your IT
administrator to ensure that multicast DNS (mDNS) traffic is not being filtered on your network.

14. Finally, if you still can’t find the device, restart the Apple device and the AltalLink device.

Where are my AirPrint® jobs on the AltalLink device’s queue?

When an Apple® iOS device appears to submit consecutive print jobs to an AirPrint-enabled AltaLink device,
it only sends the first job and queues the subsequent jobs at the Apple device until it gets notification that
the prior print job completed. After one job completes, the next job is released from the Apple device. This
behavior is driven by Apple’s AirPrint implementation.

For example:

e On an Apple iOS device, submit five consecutive jobs to an AltaLink device.
(See Printing—Print via AirPrint from iOS Clients.)

o Observe the jobs in the Apple device’s print queue. (See Manage/Cancel Print Jobs from Apple®
iOS Device.)
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o Notice the status of each of the five jobs by touching each job in the list. The first job has a status of
Printing, all subsequent jobs are Waiting.
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On the AltaLink® device, select the Jobs App. Select the All Active Jobs print queue and notice that only the
first job from that Apple® iOS device is visible. It is the only job that has been sent to the Altalink device
from that Apple iOS device. Once this job completes, the next job queued on the Apple iOS device will be
sent to the AltaLink device.

Waiting to Print
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I discovered the Xerox® AltaLink® device from my Apple device. Why am I having trouble with my
job completing?

Please try disconnecting your Apple device from any cellular data networks (by enabling airplane mode and
re-enabling Wi-Fi®) and then try submitting the job again.

I submitted a print job from my Apple device to an AltaLink device via AirPrint®, but I am getting a
message on my Apple device that says “Check the printer for errors.” What is going on?

AirPrint provides generic error message handling. The AirPrint message, “Check the printer for errors” can
correspond to multiple kinds of alerts or faults on the device and often it will not impact the ability of the
AltaLink device to print. Select Continue and check the printer for your output. If your job has not been
completed, check the AltaLink device for errors.

—

-

Check the printer for errors

l Cancel Continue

y - r

I submitted a print job from my Apple device to a Xerox® AltaLink device via AirPrint, but I am
getting a message on my Apple device that says “Printer out of paper.” My job still prints. Why is
this happening?

AirPrint provides generic error message handling. The AirPrint message, “Printer out of paper” can
correspond to multiple kinds of paper alerts on the device and often it will not impact the ability of the
Altalink device to print. The message may be alerting you that one tray is out of paper but other trays may
be available to complete the job. Select Continue / Cancel and check the printer for your output. If your job
has not been completed, check the AltaLink device for errors.

I only see a few printer configuration features in the AirPrint dialog. Why?

Currently, Apple is only providing a limited subset of printer configuration features from within iOS. As the
AirPrint feature evolves, you can expect to see additional device settings and capabilities within the print
dialogs. For the time being, only a small number of printer configurations are available.

What are some possible solutions for Enterprise Networks that span multiple subnets but still want
to leverage AirPrint capabilities?

Please refer to “Xerox® AltaLink® Multifunction Printers Deliver Apple® AirPrint® to the Enterprise” at this
link: www.office.xerox.com/latest/ XOGWP-17.PDF.
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AirPrint® Feature Installation Key

A Feature Installation Key (FIK) may be needed if AirPrint is not available on your AltaLink® device. There is
no cost for the AirPrint FIK. Please refer to "Enabling Apple® AirPrint® with Your Xerox® AltaLink®
Multifunction Printer” for more information on obtaining the AltalLink AirPrint FIK. FIK availability is
pending Apple AirPrint Certification.

FIKs can be installed by the System Administrator from the local control panel (Device > Tools > Device
Settings > General > Feature Installation) or from the Embedded Web Server (Properties > General Setup >
Feature Installation). See the System Administrator Guide for more information on Installing a FIK.

Feature Installation Key

INSTALLING A SOFTWARE FEATURE AT THE CONTROL PANEL

1.

5 owonN

At the control panel touchscreen, touch Device, then touch Tools.
Touch Device Settings > General > Feature Installation.
Touch Enter Feature Installation Key, then type the key.

Touch OK.

INSTALLING A SOFTWARE FEATURE IN EMBEDDED WEB SERVER

1.
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In the Embedded Web Server, click Properties > General Setup.
Click Feature Installation.

For Feature Installation Key Entry, click Enter Installation Key.
Type the key.

Click Apply.
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